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EXECUTIVE OVERVIEW



1.1 INTRODUCTION

Haqq engaged Halborn to conduct a security assessment on their app chain

module beginning on November 27th, 2023 and ending on December 15th, 2023.

The security assessment was scoped to the coinomics module provided to

the Halborn team.
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1.2 ASSESSMENT SUMMARY

The team at Halborn was provided three weeks for the engagement and as-

signed one full-time security engineer to assessment the security of the

merge requests. The security engineers are blockchain and smart-contract

security experts with advanced penetration testing, smart-contract hack-

ing, and deep knowledge of multiple blockchain protocols.

The purpose of this assessment is to:

• Ensure that the Cosmos Module operates as intended.

• Identify potential security issues with the coinomics module.

In summary, Halborn identified one low issue that was successfully ad-

dressed by the Haqq team.
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1.3 SCOPE

IN-SCOPE CODE & COMMIT:

• Repository: haqq-network/haqq

• Commit ID: 9e61518ead7ceef38193970c3a311133c0421de8

• Module in scope:

• x/coinomics.

REMEDIATION COMMIT IDs:

• 38679c5d2ad3cf7ff4c5edad3189a154626cd25b
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2. RISK METHODOLOGY

Every vulnerability and issue observed by Halborn is ranked based on two

sets of Metrics and a Severity Coefficient. This system is inspired by

the industry standard Common Vulnerability Scoring System.

The two Metric sets are: Exploitability and Impact. Exploitability

captures the ease and technical means by which vulnerabilities can be

exploited and Impact describes the consequences of a successful exploit.

The Severity Coefficients is designed to further refine the accuracy of

the ranking with two factors: Reversibility and Scope. These capture the

impact of the vulnerability on the environment as well as the number of

users and smart contracts affected.

The final score is a value between 0-10 rounded up to 1 decimal place and

10 corresponding to the highest security risk. This provides an objective

and accurate rating of the severity of security vulnerabilities in smart

contracts.

The system is designed to assist in identifying and prioritizing vul-

nerabilities based on their level of risk to address the most critical

issues in a timely manner.
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2.1 EXPLOITABILITY

Attack Origin (AO):

Captures whether the attack requires compromising a specific account.

Attack Cost (AC):

Captures the cost of exploiting the vulnerability incurred by the attacker

relative to sending a single transaction on the relevant blockchain.

Includes but is not limited to financial and computational cost.

Attack Complexity (AX):

Describes the conditions beyond the attacker’s control that must exist in

order to exploit the vulnerability. Includes but is not limited to macro

situation, available third-party liquidity and regulatory challenges.

Metrics:

Exploitability Metric

(mE)
Metric Value Numerical Value

Attack Origin (AO)
Arbitrary (AO:A) 1

Specific (AO:S) 0.2

Attack Cost (AC)

Low (AC:L) 1

Medium (AC:M) 0.67

High (AC:H) 0.33

Attack Complexity (AX)

Low (AX:L) 1

Medium (AX:M) 0.67

High (AX:H) 0.33

Exploitability E is calculated using the following formula:

E “
ź

me
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2.2 IMPACT

Confidentiality (C):

Measures the impact to the confidentiality of the information resources

managed by the contract due to a successfully exploited vulnerability.

Confidentiality refers to limiting access to authorized users only.

Integrity (I):

Measures the impact to integrity of a successfully exploited vulnerabil-

ity. Integrity refers to the trustworthiness and veracity of data stored

and/or processed on-chain. Integrity impact directly affecting Deposit

or Yield records is excluded.

Availability (A):

Measures the impact to the availability of the impacted component re-

sulting from a successfully exploited vulnerability. This metric refers

to smart contract features and functionality, not state. Availability

impact directly affecting Deposit or Yield is excluded.

Deposit (D):

Measures the impact to the deposits made to the contract by either users

or owners.

Yield (Y):

Measures the impact to the yield generated by the contract for either

users or owners.
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Metrics:

Impact Metric

(mI)
Metric Value Numerical Value

Confidentiality (C)

None (I:N) 0

Low (I:L) 0.25

Medium (I:M) 0.5

High (I:H) 0.75

Critical (I:C) 1

Integrity (I)

None (I:N) 0

Low (I:L) 0.25

Medium (I:M) 0.5

High (I:H) 0.75

Critical (I:C) 1

Availability (A)

None (A:N) 0

Low (A:L) 0.25

Medium (A:M) 0.5

High (A:H) 0.75

Critical 1

Deposit (D)

None (D:N) 0

Low (D:L) 0.25

Medium (D:M) 0.5

High (D:H) 0.75

Critical (D:C) 1

Yield (Y)

None (Y:N) 0

Low (Y:L) 0.25

Medium: (Y:M) 0.5

High: (Y:H) 0.75

Critical (Y:H) 1

Impact I is calculated using the following formula:

I “ maxpmIq `

ř

mI ´ maxpmIq

4
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2.3 SEVERITY COEFFICIENT

Reversibility (R):

Describes the share of the exploited vulnerability effects that can be

reversed. For upgradeable contracts, assume the contract private key is

available.

Scope (S):

Captures whether a vulnerability in one vulnerable contract impacts re-

sources in other contracts.

Coefficient

(C)
Coefficient Value Numerical Value

Reversibility (r)

None (R:N) 1

Partial (R:P) 0.5

Full (R:F) 0.25

Scope (s)
Changed (S:C) 1.25

Unchanged (S:U) 1

Severity Coefficient C is obtained by the following product:

C “ rs
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The Vulnerability Severity Score S is obtained by:

S “ minp10, EIC ˚ 10q

The score is rounded up to 1 decimal places.

Severity Score Value Range

Critical 9 - 10

High 7 - 8.9

Medium 4.5 - 6.9

Low 2 - 4.4

Informational 0 - 1.9
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2.4 TEST APPROACH & METHODOLOGY

Halborn performed a combination of manual and automated security testing

to balance efficiency, timeliness, practicality, and accuracy in regard

to the scope of the custom modules. While manual testing is recommended

to uncover flaws in logic, process, and implementation; automated testing

techniques help enhance coverage of structures and can quickly identify

items that do not follow security best practices. The following phases

and associated tools were used throughout the term of the assessment :

• Research into architecture and purpose.

• Static Analysis of security for scoped repository, and imported func-

tions. (e.g., staticcheck, gosec, unconvert, codeql, ineffassign

and semgrep)

• Manual Assessment for discovering security vulnerabilities on code-

base.

• Ensuring correctness of the codebase.

• Dynamic Analysis on files and modules in-scope.
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3. ASSESSMENT SUMMARY & FINDINGS
OVERVIEW

CRITICAL HIGH MEDIUM LOW INFORMATIONAL

0 0 0 1 0
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SECURITY ANALYSIS RISK LEVEL REMEDIATION DATE

(HAL-01) USE OF VULNERABLE
DEPENDENCIES

Low (4.4) SOLVED - 12/19/2023
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FINDINGS & TECH
DETAILS



4.1 (HAL-01) USE OF VULNERABLE
DEPENDENCIES - LOW (4.4)

Description:

A variety of vulnerabilities exists in dependencies used by the project’s

coinomics module.

Code Location:

Vulnerabilities flagged by the tool nancy:

ID Package Rating Description

CVE-2022-44797 btcd CRITICAL Reachable Assertion

CVE-2022-39389 btcd MEDIUM Improper Input Validation

ID Package Rating Description

CVE-2023-28642 runc HIGH Improper Preservation of Permissions

CVE-2023-27561 runc HIGH Incorrectly-Resolved Name or Reference

CVE-2023-25809 runc MEDIUM Improper Preservation of Permissions

BVSS:

AO:A/AC:L/AX:L/C:N/I:L/A:L/D:L/Y:L/R:N/S:U (4.4)

Recommendation:

Where possible, keep dependencies patched in order to reduce the risk of

the system being attacked using known vulnerabilities. It is recommended

that the Haqq team runs the nancy and govulncheck, tools regularly and

fix as many warnings as possible.
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Remediation Plan:

SOLVED: The Haqq team solved the issue by upgrading the btcd dependency

to a new version.

Commit ID: 38679c5d2ad3cf7ff4c5edad3189a154626cd25b
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MANUAL TESTING



5.1 SCENARIOS TESTED

In the manual testing phase, the following scenarios were simulated. It

must be taken into account that it’s been reviewed every test found in

x/coinomics and sub-folders, which almost covers each component of the

project. The following scenarios are covered in these unit tests:

• Tests 1: Keeper tests

• Tests 1.1: Tests for MaxSupply feature

• Test 1.1.1: Test using MaxSupply default value.

• Test 1.1.2: Test using MaxSupply value set in run-time.

• Test 1.2: Tests for module params.

• Test 1.3: Tests for module query params

• Tests 1.4: Tests for RewardCoefficient feature

• Test 1.4.1: Test using RewardCoefficient default value.

• Test 1.4.2: Test using RewardCoefficient value set in run-

time.

• Tests 1.5: Tests for get/set MaxSupply methods

• Test 1.5.1: Test using get/set methods with MaxSupply de-

fault value.

• Test 1.5.2: Test using get/set methods with MaxSupply value

set in run-time.

• Tests 1.6: Tests for get/set PrevBlockTs methods

• Test 1.6.1: Test using get/set methods with PrevBlockTs

default value.

• Test 1.6.2: Test using get/set methods with PrevBlockTs

value set in run-time.

• Tests 2: Genesis tests

• Test 2.1: Genesis validation tests

The general module executing was tested using ginkgo, simulating some

parts of the code and states that the module will reach during its

execution.
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• Simulations 1: Mint results when coinomics module is disables.

• Simulations 2: Mint results when coinomics is enabled on a regular

year.

• Simulations 3: Mint results when coinomics is enabled on a leap

year.

• Simulations 4: Mint results when coinomics is enabled and MaxSupply

is reached.

These tests and simulations cover an 85.2% of the coinomics module.

RESULTS:

Figure 1: Keeper unit tests results
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Figure 2: Genesis unit tests results

Figure 3: Ginkgo tests results
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AUTOMATED TESTING



6.1 Description

Halborn used automated testing techniques to enhance coverage of certain

areas of the scoped component. Among the tools used were staticcheck,

gosec, semgrep, codeQL and Nancy. After Halborn verified all the contracts

and scoped structures in the repository and was able to compile them

correctly, these tools were leveraged on scoped structures. With these

tools, Halborn can statically verify security related issues across the

entire codebase.

6.2 Semgrep

Security Analysis Output Sample:

Listing 1: Rule Set

1 semgrep --config "p/dgryski.semgrep -go" x/liquidstakeibc --exclude

ë ='*_test.go' --max -lines -per -finding 1000 --no -git -ignore -o

ë dgryski.semgrep

2 semgrep --config "p/owasp -top -ten" x/liquidstakeibc --exclude

ë ='*_test.go' --max -lines -per -finding 1000 --no -git -ignore -o owasp

ë -top -ten.semgrep

3 semgrep --config "p/r2c -security -audit" x/liquidstakeibc --exclude

ë ='*_test.go' --max -lines -per -finding 1000 --no -git -ignore -o r2c -

ë security -audit.semgrep

4 semgrep --config "p/r2c -ci" x/liquidstakeibc --exclude

ë ='*_test.go' --max -lines -per -finding 1000 --no -git -ignore -o r2c -

ë ci.semgrep

5 semgrep --config "p/ci" x/liquidstakeibc --exclude

ë ='*_test.go' --max -lines -per -finding 1000 --no -git -ignore -o ci.

ë semgrep

6 semgrep --config "p/golang" x/liquidstakeibc --exclude

ë ='*_test.go' --max -lines -per -finding 1000 --no -git -ignore -o

ë golang.semgrep

7 semgrep --config "p/trailofbits" x/liquidstakeibc --exclude

ë ='*_test.go' --max -lines -per -finding 1000 --no -git -ignore -o

ë trailofbits.semgrep
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Semgrep Results:

• No major issues found by Semgrep.

6.3 Gosec

Analysis Output Sample:

Figure 4: Gosec results

• No major issues found by Gosec.

6.4 StaticCheck

Analysis Output Sample:

Figure 5: StaticCheck results
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• No major issues found by StaticCheck.

6.5 CodeQL

Analysis Output Sample (go and cosmos queries):

Figure 6: CodeQL results

• No major issues found by CodeQL in scoped module.
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6.6 Nancy

Analysis Output Sample:

• No major issues found by Nancy.

28

AU
TO

MA
TE

D
TE

ST
IN

G



THANK YOU FOR CHOOSING


	DOCUMENT REVISION HISTORY
	CONTACTS
	EXECUTIVE OVERVIEW
	INTRODUCTION
	ASSESSMENT SUMMARY
	SCOPE

	RISK METHODOLOGY
	EXPLOITABILITY
	IMPACT
	SEVERITY COEFFICIENT
	TEST APPROACH & METHODOLOGY

	ASSESSMENT SUMMARY & FINDINGS OVERVIEW
	FINDINGS & TECH DETAILS
	
	Description
	Code Location
	BVSS
	Recommendation
	Remediation Plan


	MANUAL TESTING
	SCENARIOS TESTED
	RESULTS


	AUTOMATED TESTING
	Description
	Semgrep
	Security Analysis Output Sample
	Semgrep Results

	Gosec
	Analysis Output Sample

	StaticCheck
	Analysis Output Sample

	CodeQL
	Analysis Output Sample (go and cosmos queries)

	Nancy
	Analysis Output Sample



